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Incidentes detectados por INCIBE en operadores estratégicos
durante 2017 y hasta el 04/06/2018

Incidentes detectados INCIBE

/[PORCENTAJE]

[PORCENTAIJ

m Energia . ,
El 17% pertenecientes al sector energia

El 83% del restante de operadores

Total: 9.441 estratégicos

= Otros
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Clasificacion de incidentes detectados por INCIBE en operadores
del sector energia durante 2017 y hasta el 04/06/2018

Incidentes por tipo

Malware 1,8%

Phishing 1,0%

Malicious 2,8% | - —

Spam 0,5%
—\

Botnets 32,2%

m Vulnerable
m Bothets
Malicious
m Malware
_ Vulnerable 61,7%
= Phishing

Spam

Total: 1.579
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IEC 61400-25 y OPC XML-DA Spec

Messaging

OPC XML-DA Specification , g Released
(Vorsion 1) “HOPC

FOUNDATION

nnhl{wl::::.rmt. throaygh mpping Vendors may also provide additional mechanisms to allow finer control over the types of operations
log. contral, publish { ““"'“m,"::::’“ that specific users are permitted to carry out on specific items (for example, using the Microsoft NET
e — ) subscribs, ..} WFite, ... MEssape)
i defined In

IEC B1400-25-3

defined in
IEC 61400-25-4

Itishighlymoqmndedﬂm.aamimmvmmdeammwglowlydiﬂbkth&wu‘s

“write"” it into a "read-only" mode

If a vendor does choose to provide custom mechanisms, then that vendor must be certain that they do
not compromise existing security mechanisms already in use. Custom mechanisms must be well
integrated with existing security mechanisms. For example, client authentication and identification
must be based on facilities supplied by the operating system (where available), rather than vendor-
specific approaches

End-users are still responsible for configuning vendor-specific secunty mechamsms correctly. Vendors
should provide assistance with configuration as necessary

The OPC Foundation is not responsible for any damage relating to compromised secunity. Vendors and
end-users must choose for themselves the security measures needed to ensure the safety of data
exposed via OPC,

Please refer to OPC Securnity Custom Interface Standard for additional msight nto secunty concepts.

The OPC specifications define interfaces that provide open access to vanous forms of process control
mformation. Such information can be of great importance to the operations of an enterprise and should
therefore be protected. Vendors and end-users must work together to ensure that sensitive information
1s guarded against unauthorized access. Unauthorized access can include both data espionage and
sabotage of critical control parameters.

In the past, many companies have simply chosen to adopt a *wide-open® security policy for DCOM
OPC servers and have relied on firewalls to protect from intruders. With the advent of web service

technology, process control information is no longer restricted to the confines of a LAN. Web services
are frequently deployed outside the firewall, potentially exposing important information to any person
connected to the Internet.

End-users (network and site administrators) are responsible for enabling and properly configuring the
security features of their selected web server components (for example, enabling the SSL capabilitics
of Microsoft 11S). This may include restricting access to web services to authorized users
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Posibles ataques en parques eodlicos
Control de la turbina

= Enla BlackHat USA 2017 Jason Staggs demostro la viabilidad de un ataque critico a una granja edlica
utilizando como vector de entrada el acceso fisico a una de las turbinas.

= PoC mediante una Raspberry Pi + mddulo Wi-Fi conectado al Switch ICS permitiéndole acceder a
todo el flujo de datos. Mediante una serie de scripts en Python consiguio falsificar respuestas OPC-
XML-DA para ejecutar acciones dafinas sobre la turbina.

= Dicho ataque combinado con un man-in-the-middle permitiria encubrir dichas acciones evitando de
este modo que los operadores se percatasen del estado real de las turbinas

1. ARP Poison 1. ARP Poison
3. Malicious
2. OPC:Request OPC: Request
1 ‘ .........
HM' ........ 9 (f;?;f7
( -----------------
@ 3. Malicious 2 OPC:Response

OPC Client  CP¢Response Attacker Wind Turbines
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Fuente: https://www.blackhat.com/docs/us-17/wednesday/us-17-Staggs-Adventures-In-Attacking-Wind-Farm-Control-Networks. pdf



Posibles ataques en parques eodlicos
Danos a la turbina

= El investigador demostro que las acciones sobre la turbina pueden ser extremadamente graves si
el servidor OPC no limita el uso de instrucciones de escritura (“write request”). Por ejemplo, el
atacante puede forzar un “Emergency shutdown” (maniobra que genera un desgaste excesivo en
determinados componentes mecanicos criticos).

= Un uso reiterativo de este tipo de acciones puede tener consecuencias impredecibles.

.
Wind direction
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https://www.youtube.com/watch?v=2hJeaPzDnOE

Posibles ataques en parques eodlicos

Ransomware
= Jason Staggs desarrollo una prueba de concepto E
de un gusano, Windworm, que se aprovechaba Substation
de credenciales por defecto para propagarse K
entre PACs (Programmable Automation @

Controller) de diversas turbinas. El gusano, una
vez infecta un dispositivo, busca nuevos targets
para subir una copia de si mismo via FTP vy
posteriormente ejecutarse mediante Telnet.

FTP: Malware upload
Telnet: Malware execution

—

R
anvs&c;r:\n\:/are ~a @
= El malware "cross-compilado” para diversos \
sistemas embebidos (windows, linux, RTOS) |
permitiria  modificar  variables criticas
[ [ [ q q
asociadas al control de la turbina por medio de Ransomware | <
Worm
CANopen.
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Workflow de ataque ransom (extorsion)

Attacker gains physical
access to a single wind
turbine automation
controller inside the
tower '
-/
:
v Ransom paid?
N If ransom is NOT pa "\
- after a penod of ume Wind farm company is
Propagating malware i1s i Pay $10,000 in BTC to :
introduced receve key o unlock pessssss oooooo- initiate tepeh}lve “hard- loosing $$$ due o .o
(©.9. Wi ) et s stop of death” attacks to unexpected wind farm
g., Windworm cause excessive wear down time
® \. lo wind turbmes J
H f Yes .
. .
\ 4 :
( ( Company receives
"t‘:m ?::;? Send ransom note to unlock key and
electric utility company instructions on how to
paralyzing state (e g, . 1ock thei
turns off wind turbine) Vit 9 el s o
wind farm
X
‘ A
. .
. .
\ 4 :
'a W I
Malware disables Malware starts a Ransomware network ’
remote network beop! ‘ransomware” TCP service resumes wind | Remote management - 8":;2%“2;&'2?"'2{ ] -3
management services | network service that turbines to normal services are re-enabled pral n $$$ oy
and serial access \ waits for unlock key operating state a9
R J

|ru:ibe_ Fuente: Jason Staggs (BlackHat USA 2017)



Lecciones aprendidas

" Los diversos ataques y pruebas de concepto
expuestos por Jason Staggs fueron posibles debido
a carencias de seguridad que podrian ser
facilmente evitables, por ejemplo, mediante:

Controles de seguridad fisica que impidan el acceso a la
turbina

El uso de cifrado para la comunicacién OPC (SSL/TLS).

Politica robusta de contrasenas.

Segmentacion de redes.

Limitacion de solicitudes “read-only” en el servidor OPC.
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Vulnerabilidades conocidas en el sector edlico

= Gestion remota de los activos a través de servicios inseguros

= Activos accesibles desde internet
Gestion de configuracion de turbinas
Diagndstico de aerogeneradores

* Turbinas edlicas y subestaciones suelen compartir la misma red de area local
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Vulnerabilidades en SW de control de turbinas edlicas

En junio de 2015 el ICS-Cert publicaba una vulnerabilidad CSRF (Cross-Site
Request Forgery) con un CVSS v2 base score de 10 en la interfaz de
administracion de la turbina XZERES 442SR Wind. La vulnerabilidad
permitiria a un atacante cambiar el password de administrador del panel
Web si un cliente era engafiado para hacer clic en un enlace malicioso. En
dicho caso, el atacante tendria acceso para controlar la turbina desde el
panel de administracion Web.

Otra vulnerabilidad en el HMI de la turbina RLE Nova-Wind fue también
reportada por el ICS-Cert en septiembre de 2015. En este caso, la
vulnerabilidad se debia al almacenamiento en claro de las credenciales
para autenticarse con el HMI lo que podria permitir a un atacante
recuperar las mismas y ejecutar todo tipo de acciones sobre la turbina.

Mas informacion: https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
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Grid Tie System Setup

Number Of Anemometers:

Wind Vanes:

Wind Vane Correction:
0 - 359.99 Degrees:

Number Of Inverters:

Inverter Type:

Diversion Resistance:
(44,55, or 6.6)

Faults Logged: 0

Apply  Reset

©zero
one
two

©zero
one

1509

Otwo

three

WB5000US
WB6000US
WBS000A

© WB6000A

44

Clear Faults

Advanced



https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-155-01
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A
https://ics-cert.us-cert.gov/advisories/ICSA-15-162-01A

Vulnerabilidades en SW de control de turbinas edlicas

--- Productselection ---

@ Essequro | https://packetstormsecurity.com/files/14778

7/Nordex-N149-4.0-4.5-Wind-Turbine-Web-Server-SQL-Injection.htm

Your searchterm

Products & Servi

> Wind turbines

[ - N149/4.0-45 |

*N133/4.8

«N131/3900
*N131/3600
*N131/3000
*N117/3600
+N117/3000

*N117/2400

Change Mirror

# Exploit Title: Nordex N149/4.9-4.5 Wind Turbine Web Server - SQL

# Date: 21-05-2018
i;;p%e;swm rkd3vilz

# Vendor Homepage: http://www.nordex-online.com
# Tested on: Windows

# Version:[N149/4.8-4.5 Wind Turbine |

# Category WEDSpPS

---> Proof Of Concept
........ > Request

POST /php/login.php HTTP/1.1

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64) ApplewWwebKit/537.36 (KMTML,
like Gecko) Chrome/41.0.2272.16 Safari/537.36

Accept: */*

Referer: http://IpAdress// <http://ipadress//>
X-Reguested-With: XMLHttpReguest

Accept-Language: en-us,en;g=8.5

Host: IPAdress

Accept-Encoding: gzip, deflate

Content-Length: 3@4

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

login=-1%27+and+6%3d3+0r+1%3d1%2b( SELECT+1+and+ROW(1%2c1)
%3e(SELECT+COUNT(* )X2CCONCAT (CHAR( 95 )X2CCHAR (33 )%2cCHAR(64)
%2cCHAR(52)%2cCHAR({100)%2cCHAR( 105 )X2cCHAR (108 ) %2cCHAR( 101 ) X2cCHAR(109)%
2CCHAR(109)32CCHAR( 97 )32¢0X3a%2CFLOOR(RAND (8)*2) ) x+FROM+

INFORMATION SCHEMA.COLLATIONS+GROUP+BY+x)a)%2b%27&password=3

- g [ ==t | = | —

........ » Response

Mas informacion: https://www.exploit-db.com/exploits/44684/

Download


https://www.exploit-db.com/exploits/44684/
https://www.exploit-db.com/exploits/44684/
https://www.exploit-db.com/exploits/44684/

Activos eolicos expuestos en internet

= Utilizando el metabuscadores es
posible identificar sistemas

Sl T
eollcos eprEStos H=3H$=H5'“35"5”'55'“3Hi”?"“;H5”3”5”“$==3H$='I|_|}':|_R‘.]I‘.JE3Hi”?H:?Hi::;Hi:H5135"5”"5'“335:””3”5:3”

This iz a private system of I
Autherization from N ; -

" Busqueda y analisis de posibles ecuirec o uie thie syetem. Unsuthorised sccees is pronivitec:
vulnerabilidades presentes en los
sistemas para su posterior
explotacion

e R e i::;:—:i:'l.l":lR'\-_]]:'\-_JE:g R R R e

User Access Verification

Username:
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Activos expuestos y riesgo de automatizacion de ataques

= Buscadores como Shodan o Censys asi como herramientas de scanning como Nmap, Masscan o Zmap
permiten rapidamente localizar y automatizar la explotacion de vulnerabilidades como las descritas

anteriormente.

¥ SHODAN a

v Exploits % Maps

TOP COUNTRIES

=
-
Unitod States 10
United Kingdom 6
s incibe__

& Download Results | Create Report

Downloads Reports Enterprise Access Contact Us

Total result

XZERES Wind -- 442SR Wind Turbine

| ——— e
" Date: Mon, 25 Jan 2016 85:52:11 GMT

BE United States, Saint Cloud Server: Apache/1.3.37 (Unix)
Details Last-Modified: Fri, 3@ Jan 2015 22:40:26 GMT

ETag: "dBa-32e-54cce8s5a”
Accept-Ranges: bytes
Content-Length: 814
Content-Type: text/html

Mas informacion: https://workentin.wordpress.com/2016/01/26/shodan-and-serc-audits/



https://workentin.wordpress.com/2016/01/26/shodan-and-serc-audits/
https://workentin.wordpress.com/2016/01/26/shodan-and-serc-audits/
https://workentin.wordpress.com/2016/01/26/shodan-and-serc-audits/
https://workentin.wordpress.com/2016/01/26/shodan-and-serc-audits/
https://workentin.wordpress.com/2016/01/26/shodan-and-serc-audits/
https://workentin.wordpress.com/2016/01/26/shodan-and-serc-audits/
https://workentin.wordpress.com/2016/01/26/shodan-and-serc-audits/

Buenas practicas para mejorar la seguridad en el sector edlico y
mitigar el efecto de brechas de seguridad

= Mantener el software y el firmware actualizados y parcheados

= Limitar y controlar los puertos de red y servicios expuestos

Desactivar interfaces de administracion remota innecesarias

= Configurar adecuadamente los dispositivos de red como puede ser un cortafuegos

= Disefo de red seguro
Configurar adecuadamente los cortafuegos para cada torre
Establecer tuneles VPN cifrados para cada torre
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Buenas practicas para mejorar la seguridad en el sector edlico y
mitigar el efecto de brechas de seguridad

= Contratar una compaiiia externa de ciberseguridad para realizar ejercicios de “red
team” y detectar posibles brechas de seguridad y vectores de ataque

* Incrementar la seguridad de acceso a las torres

= Monitorizar la conectividad a los sistemas de control y generar eventos/alertas
ante cualquier irregularidad o anomalia respecto de su “baseline” (por ejemplo,
intentos de autenticacion por fuerza bruta, accesos en horas no habituales, etc.)
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Gracias!
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