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Control de la sensorica afadida? Conexion a la Nube?
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Ransomware en OT]
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Figure 9: Growth in ransomware detections over last 12 months (Jul ‘20 - Jun '21).

Figure 10: Prevalence of ransomware detections across sectors in 1H 2021
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Costes vs Riesgos

Cybersecurity Risks?
The Global Risks Report 2021

Cybersecurity Costs for an Offshore Windfarm? <0,1%  Global Risks Horizon

https://guidetoanoffshorewindfarm.com/wind-farm-costs When do respondents forecast risks wil become a critical threat to the world?
M economic M Environmental M Geopolitical Il Sccistal I Technological % of respondents
Infectious diseases 58.0
Livelihood crises 551
b2t
Cybersecurity failure 39.0
Clear and
present 383
dangers
Short-tem ks %3
(0 - 2 years)
Youth disillusionment 36.4
s
Asset bubble burst 53.3
IT infrastructure breakdown 533
Price instability 529
Commodity shocks 2.t
, S Ve . - Knock-on
off Debt crises 52.3
Other turbine Turbine foundaticn Cables Offshore substation Medlum-term B0TF
rlsks (3 — 5 years)
QOther balance of plant Offshore cable installation Foundation installation Turbine installation 49.5
Other installation Maintenance & senvice Operations Decommissioning 'CYbEfSECUI’II)‘ failure 49.0
Tech govemance fallure A8.1
Resource: geopolitization A7T9
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Resiliencia—Arguitecturas Seguras

Tolerante a fallos Unicos Criterios de Redundancia
Procesos/Activos Criticos
Alta Disponibilidad Comunicaciones
Organizaciones Implicadas Criterios de O&M
Minima Exposicion
. Acceso Remoto Seguro
Segmentacion Actualizaciones
Microsegmentacion Criterios de Pérdida maxima
Turbinas/Ramales
Convergencia Comunicaciones Compromiso equipos vulnerables

Dispersion de Malware

Vision completa Ciberseguridad Zero Trust!

Seguridad embedida en comunicaciones
Estandares de Referencia = |IEC 62443 3-2 // NIST 800-82
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Vision Completa de la Seguridad
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Para referencia

Controles Técnicos Segun Niveles de Seguridad

Enterprise Business Servers Business Workstations |

Enterprise Business Servers Business Work_slatiol_'ls
P — - Ampla & Historian Clients
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Arquitectura Planta EGlica
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Vulnerabilidades y Obsolescencia

Sistema
Operativo

Aplicaciones
Hardware
Ccomunicaciones

quuitecturas

Ambitcé

Visibilidad
Monitorizacion
Parcheo Virtual

Inteligencia de
Amenazas

~

¢,Publicacion de Vulnerabilidades vs Capacidad de Parcheo?

Estrategias de Priorizacion? =» Inventario y Criticidad
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Virtual Patching
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Carnegie Mellon University

Software Engineering Institute

About Our Work Publications

News and Events

SEI » Publications » Digital Library » Prioritizing Vulnerability Response: A Stakeholder-Specific

Prioritizing Vulnerability Response: A
Stakeholder-Specific Vulnerability
Categorization (Version 2.0)

PPPPPPPPPPPPPPPPPPPP

By Jonathan Spring, Allen D. Householder, Eric Hatleback, Art Manion, Madison Oliver, Vijay S. Sarvepalli
Laurie Tyzenhaus, Charles G. Yarbrough

This paper presents version 2.0 of a testable Stakeholder-Specific
Vulnerability Categorization (SSVC) that takes the form of decision
trees and that avoids some problems with the Common Vulnerability

Scoring System (CVSS). 10



3rd Party Threats — Control de Accesos

Control de Accesos =

Authentication

Zero i}
Dispositivos Tr u St Aplicaciones C on t ro I I d en t | d ad es Cmy

Control de Dispositivos @

Al . ":i\ o N x % A [—31
, By / I '
) AN / Control de Comunicaciones oo (L
A Ty A = S e e
= NSE Control de Aplicaciones e
il S ((.))
Oldsmar, water treatment and why WiFI AP Switch
cybersecurity is so important
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Acceso Remoto Seguro
Servici . Proveedor de Consultas a
Identidades SIHCINES

Ping Zero Trust

|dentity.

_ _ Access
« Gestion Centralizada

—» Interfaz facil de usar y portal de
autoservicio

N  |dentidades, Accesos,
Multiplataforma

MFA as a Service

C o

<4
B @ « Control Basado en Roles -RBAC-

FortiAuthenticator
Oth
A . (Employee, Guest, Partners, etc.) y
OATH OTP . Acceso Remoto

500 - 40,000 Users . «
...... y oty MFA multiplataforma, Adaptable y “As-
| i I I I | a-Service”
SAML RADIUS 802.1X FSSO RestAPI LDAP . . .
' | | | | ' » Single-Sign-On, Fortinet SSO and Web
— SSO
@ ((.)) >< @ - * Acceso Temporizado
SAML Clients  Access Points Switches Firewalls AP| Clients LDAP Clients ° Gesnén de ClCIO de Vlda de Certlflcados
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Resiliencia — Integracion en el Ciclo de Vida

White Papers

Published: 30 November 2020

Cyber Resilience in the

Electricity

Ecosystem:

Securing the Value Chain

Product Operations &
Value D P ©
ROLES'

ASSET
OWNER

SYSTEM
INTEGRATOR

PRODUCT
SUPPLIER

Opportunity to enhance the security of the overall

process through dialogues with relevant

stakeholders.

Product
Design

Development

>

Manufacturing

Ensure security in Ensure secureroll- @l Ensures security whether using internal or
environment & design out [l external resources to operate

Ensure security in Ensure secure roll- IS0 security as per contractual
environment & design out agreements

l Ensure security in J [Ensure secure roll-out I [OT security contracts ]
environment & design o

Primary Technology support (e.g. transformer) Primary Technology support 13




3rd Party Threats — Control de Cambios

Exhibit 4.2.2 Costs Significantly Increase when Security Vulnerability is Discovered and
Mitigated Late in the Security Design Cycle

30x
3 25x
Malicious The code f‘,g -
solarwinds code in the created a i5  1sx
software backdoor* £9  10x
g 5x
Security Service provider Orion® Platform. Free access
Phases of the Product Development Cycle
Source: Microsoft SDL: Return On Investment, September 2009
* Inventarios « Verificacion * Mecanismos de Control de
» Usuarios » Revocacién credenciales Acceso
- Aplicaciones « Documentacion “As-Left” * Descubrimiento de Activos
e Comunicaciones * Monitorizacion Yy Deteccion
« Herramientas Seguridad * Auditorias
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Centralizacion de Inventario, Logs y Monitorizacion OT

Para referencia 4 10 6 6 0 0 0

Routers Firewalls Windows Unix ESX AWS Azure
[CMDB > Business Services > Operational Technologyl
New | Edit | Delete | Q Search <o
o
o Name Members Description
Level 0 2 Purdue Model - Level 0 - Sensors
Level 1 2 Purdue Model - Level 1 - PLCIRTUI

Level 2 1 Purdue Model - Level 2 - Supervisory/Control
- Level 3 1 Purdue Model - Level 3 - Operational DC/Manufacturing Zone

Level 3.5 4 Purdue Model - Level 3.5 - Operations DMZ Security Zone
Level 4 2 Purdue Model - Level 4 - Enterprise Security Zone
Level 5 1 Purdue Model - Level 5 - Enterprise DMZ
Members Auto expand Search... M < 1/
Type Name Running On Access P Details

\ Device PLC1-PCN-A2 192.168.100.197 Hirschmann Switches

\ )

Device PLC1-PCN-A1 192.168.100,195 Hirschmann Switches

-
y Fabric: fateic i
EHCH - RN i
Resources > Rules > Security > Operational Technology
. ) Incidents .
Anomalies Log View Threat Intel SOC/NOC & Events Reports New | [ Edit v | Delete Clone | Test Q Searc
Active Severity Name Description
. . . - Detects Modbus Write Command from a Source IP not defined in Operational
Traffic Logs Event Logs DNS Logs Secunty Logs 7 - MEDIUM  (s) OT Modbus Write Command Initiated outside of Purdue Level 2 AT (AL St (G e 2
_________________ 7 - MEDIUM (s) OT Permited Traffic not from Purdue Level 3.5 to Level 3 Detects permitted traffic not from Purdue Level 3.5 to Level 3
Kl i
I I I E E @ eREC Q‘i @ a ((.)) : : 7 - MEDIUM (s) OT Permited Traffic not from Purdue Level 3 to Level 2 Detects permitted traffic not from Purdue Level 3 to Level 3
;J — @ 3rd 7 - MEDIUM (s) OT Permited Traffic not from Purdue Level 4 to Level 3.5 Detects permitted traffic not from Purdue Level 4 to Level 3.5
Party 7 - MEDIUM (s) OT Permited Traffic not from Purdue Level 5 to Level 4 Detects permitted traffic not from Purdue Level 5 to Level 4
; ‘ ’ Logs :

© Fortinet Inc. All Rights Reserved. 15



., : : A
Deteccion e Inteligencia de Amenazas para referencia
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